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NUS = CISEE Student Exchange Programme Awards
20 awards each academic year for students in the
Commonwealth of Independent States (CIS)

and Eastern Europe (EE: ..., Poland, ...)

EE Research Scientist Exchange Programme
Project-oriented exchange programme for full-time
academic or research staff (mutual visits, 3 years)

More Iinfo at http://www.nus.edu.sg/iro
For enquiries contact Ms HAMIDAH Salleh
<irohms@nus.edu.sg>
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NUS Quantum Information Technology Group

http://www.quantumlah.org

Postdoc position available January 2006
(pending approval of funding)
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Qubit tomography

Qubit state = Z(1+ ~ ~)
with Pauli vector operator ~

Qubit tomography determines the 3 numbers that
specify the Pauli vector ~ = trf ~gfrom

experimental probabilities, estimated from
measured relative frequencies



o-statePOVM

% 1 . 1+ X + 1 X
: 6 6
k2 + 1+ + L
A S 6 6
I § + 1+ & + 1 2
— 6 6
< 5
- 3
M1 Redundant tomography:

6 probabilities determine the 3 parameters
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4-statePOVM
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Minimal tomography:
4 probabillities determine the 3 parameters
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Minimal tomography:
4 probabillities determine the 3 parameters
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Minimal tomography:
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6-stateQuantum Key Distrib ution

0O 1-18
1=18 O
1=36 1=36
1=36 1=36
1=36 1=36
1=36 1=36

1=36 1=36
1=36 1=36
0 1-18
1=-18 O
1=36 1=36
1=36 1=36

1=36 1=36
1=36 1=36
1=36 1=36
1=36 1=36
0 1-18
1=-18 O

mutual
information
= £ bits
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MQT protocol
MQT Minimal Qubit Tomography

gubit pair source
emits singlets

Al 0 1=12 1-12 1=12

Bl1=12 0 1=12 1=12| mutual information

cli=12 1=12 0 1=12 = Iog2§ = 0:415hits

D|1=-12 1=12 1=12 O

But we don't have ef cient error correcting codes
for such a channel — right now, that Is
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6-stateprotocol: Basismatching

Bob

+ + +
+ | O 1=18 1=361=36 1=36 1=36
1=18 0 1=361=36 1=36 1=36
+ (1=361-36 0 1=18 1=36 1-36
1=36 1=36 1-18 0O 1=36 1-36
+ [1=361=36 1-361=36 O 1-18
1=36 1=36 1=36 1=36 1=18 O
total probability 6=18+ 24=36= 1
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6-stateprotocol: Basismatching

Bob
X y 2
+ + +
+| 0 1=18
" J1=18 0
Alice y N O
1=18 O
+ O 1=18
‘ 1=18 0

left with 6=18 = 1=3
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MQT protocol: Pairing

Bob
A B C D
0 1=121=121=12
1=12 0 1=121=12| total probability
1=12 1=12 0 1=12| 4=12+ 8=12=1
1=12 1=12 1=12 O

Alice

O O W >
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MQT protocol: Pairing

Alice

Bob
A B C D
Al 0 1=12
B|1=12 O
C 0 1=12
D 1=12 O

left with only
4=12 = 1=3

Quantum Optics VI,
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MQT protocol: Pairing

Bob
AL B C D
A 1=12
Aice  © 0 1=12 left with only
C 1=12 O 4=12 = 1=3
D|1=12 0

Simple, yes, but not ef cient:
Lostlog, 5 3= 0:415 0:333= 0:0820n the way

Can we do better?
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MQT protocol: Keygeneration

[1]

Aice A C D A B B C A
B

D B
Bob B A B C D C A C D
A

Alice chooses one letter at random:



MQT protocol: Keygeneration
2l 4

Aice A C D A B B C A DB
Bob B A B CDCABTCD

She chooses two positions at random where this

letter occurs and communicates the positions to
Bob: 1 and 4



MQT protocol: Keygeneration

[3a]

Alice A C D
Bob B A B

A
C

Bit conversion case

B B C
D C A

D B
C D

Bob has two different letters: B and C

He forms two 2-letter groups and decides at
random which has value 0 and which has value 1.:

AD

=0

=]@
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MQT protocol: Keygeneration
[30]

Aice A C D A B B C A DB
Bob B A B CDCABTCD

Bob communicates the groups to Alice

AD|= 0 BC|=1

Both know the group with her letter and add its
value to the key sequence ! O




MQT protocol: Keygeneration

[1]
Aice A C D A B B C A D B
Bob B ABCDTCABTCD

Alice chooses another letter at random: C



MQT protocol: Keygeneration

2] 2 7
Aice A C DA BBCAD B
Bob B ABCDGCABCD

She chooses two positions at random where this
letter occurs and communicates the positions to
Bob: 2 and 7



MQT protocol: Keygeneration
[3c]

Alice A C D A
Bob B A B C

Recycle case
Bob has the same letter twice: A

He announces that this is the case + not telling,
of course, which letter he got; both record their
respective letters for later use:

Alice C
Bob YA

B B C A DB
D C A B CD




MQT protocol: Keygeneration

[Iteration step]

The sequences of recycled letters have the same
statistical properties as the primary sequences

Alice and Bob repeat the whole story for the
recycled sequences, thereby getting more key
bits and new sequences of recycled letters

Then they do it again, and again, and again, ...



MQT protocol: Yield

Alice AA Bob BC, BD, CD, CB, DB, DC 6 0f9
BB, CC, DD 30f9

% probability for bit conversion, % for recycling
How many key bits for N letters?

1 2 1 2 1 2 2

— —N+- —=N+- —N+ = —N . 0415\
2z3 49 827 5

f3:3% after 1 round}

| 38:9% aft?rzz rounds }

39:8% after 3 rounds



The tomographic element

ldeal source: ag = S S, projector on singlet
Real source: pg= s (1 ) s + y

admixture of unbiased noise
Tomography: Alice and Bob sacri ce some data

to check whether they really get from the source
what they should get

Other sources are not accepted




Completetomography

1 qubit: 2?2 1=3 parameters
3+ 1=4 probabillities
2 qubits: 2* 1=15 parameters
15+ 1=42 probabilities
3 qubits: 2° 1=63 parameters
63+ 1=4° probabilities
and so forth, ... Alice and Bob have enough

data = with no costly redundancy + for a
complete characterization of the source output
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Completetomography

1 qubit: 2?2 1=3 parameters
3+ 1=4 probabillities

2 qubits: 2* 1=15 parameters
15+ 1=42 probabilities

3 qubits: 2° 1=63 parameters _ gAcDDEB. ..
63+ 1=4° probabilities ...ACCBAB...

and so forth, ... Alice and Bob have enough
data = with no costly redundancy + for a
complete characterization of the source output
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Noise Eavesdropping

Eve prepares source state S , an entangled
state of Alice&Bob's qubits and the ancilla, such

that =Sl )s+ 2~ Wancilla S S

Unique choice: S = 515834 P 1 + S13So4 Ip_

qubit 1: Alice
qubit 2: Bob gubits 3,4: Eve's ancilla
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Effective guantum channels

qubit g) sentto Bob

(1)

ancilla g’ sentto Eve

Alice ! Bob: noise level
Alice ! Eve: noise level
p_ P P — =0: =1
= 1 3=4 3=4
=2=3: =0



Effective guantum channels

Eve'soptimal
cloningmachin

()
E
\clone&anticlone"

Alice ! Bob: noise level
Alice ! Eve: noise level
p_ P P — =0: =1

= 1 3=4 3=4

[
)

[
-

Quantum Optics VI, Krynica, 13—18 June 2005 — p.17



CsiszarKorner thr eshold

Threshold for secure key generation by one-way
communication Is at cross-over point where




CsiszarKorner yield

CKyield

The CK threshold for the 6-state protocol and the
MQT protocol are the same

Below the threshold the MQT protocol has the
greater yield of “key bits per qubit sent”
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Noisethr esholdsfor key generation

1st round: 2 ancillas for each key bit
2nd round: 4 ancillas for each key bit
3rd round: 8 ancillas for each key bit

So, Eve's job gets easier in every round

3 2 [ .
But, 2 | T In each recycling step, so

that Alice and Bob have letter sequences of ever
better quality

Who wins?



Noisethr esholdsfor key generation

Incoherent attacks: Eve measures each ancilla
separately
Coherent attacks: She measures them jointly

Presentl y known threshold values of

number of rounds

1 2 3 4 1
incoh. 0.4087 0.4402 0.4739 0.5048 0.5839
coh. 0.2569 ? ? ? ?

All of them are above the CK threshold at 0.2363




Conclusion

The Singapore protocol for guantum key distribu-
tion with minimal state tomography is the bestest
of its kind
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